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1. Assumption

This guideline document assumes a school should have the following prepared:

School already has a Windows server, installed with latest Windows updates;

The server is located in a safe and secured location, both physically and on network
level;

Encryption is enabled to protect the server e.g. hard disk encryption provided by the
server hardware, or Windows BitLocker encryption technology;

School has installed Anti-Virus software on the server, with the latest version patches
and virus definitions;

The server is installed with the 7-zip software, which can be download from
https://www.7-zip.org/

School has applied the Windows Operating System (OS) hardening configurations
(Please refer to the other document: Windows Server Hardening Guide);

School has installed SAP Sybase SQL Anywhere 17 software (Please refer to the other
document: SAP SQL Anywhere 17 Installation Guide) on the Windows server;

School has installed SAP Crystal Reports Designer 2020 and set up ODBC on the
Crystal Reports workstation PC (Please refer to the other document: Crystal Reports
Designer 2020 Installation Guide);

School should know data decryption password of the cloud WebSAMS database
backup files;

e [How to change/reset the data decryption password for cloud schools 2018-2021]
Please refer to the following documents - User Manual for Cloud Service
Management Page:
https://cdr.websams.edb.gov.hk/Files/cloud/Reference/User%20Manual%20for%2
0Cloud%20Service%20Management%20Page Chi%20v1.1.pdf

e [How to change/reset the data decryption password for cloud schools 2022]
Please refer to the following documents - User Manual for Cloud Service
Management Page:
https://cdr.websams.edb.gov.hk/Files/cloud/Reference/User%20Manual%20for%2
0Cloud%20Service%20Management%20Page Chi linux%20v1.3.pdf

School should know how to connect VPN to the cloud platform. For guideline, please
refer to the following documents to perform VPN connection:

e Cloud schools 2018:
https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Pilot%20Cloud%20WebSA
MS%20VPN%20connection%20guide.pdf

e Cloud schools 2019:
https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Pilot%20Cloud%20WebSA
MS%20VPN%20connection%20guide%202019.pdf

e Cloud schools 2020:
https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Pilot%20Cloud%20WebSA
MS%20VPN%20connection%20guide%202020.pdf
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e Cloud schools 2021:

https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Cloud%20WebSAMS%20V
PN%?20connection%20guide.pdf

e Cloud schools 2022:

https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Cloud%20WebSAMS%20V
PN%20connection%20guide%202022.pdf



https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Cloud%20WebSAMS%20VPN%20connection%20guide.pdf
https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Cloud%20WebSAMS%20VPN%20connection%20guide.pdf
https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Cloud%20WebSAMS%20VPN%20connection%20guide%202022.pdf
https://cdr.websams.edb.gov.hk/Files/cloud/Reference/Cloud%20WebSAMS%20VPN%20connection%20guide%202022.pdf

2. Procedures of Allowing Connection to Database

Please go through the following procedures only once, if the connection to Database Server is
not yet enabled.

¢ In Windows Desktop search box, search firewall. Then click Windows Defender
Firewall.

O &
Best match

44 Windows Defender Firewall
Control panel

Settings

@ Check firewall status

@ Allow an app through Windows Firewall
¥ Firewall & network protection

W Security at a glance

Apps

W Windows Defender Firewall with Advanced Security

e Click Advanced settings
" Windows Defender Firewall

- -« 1 9 » Control Panel > All Control Panel ltems » Windows Defender Firewall

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall .
frewa . ° Private networks Not connected
G Change notification settings
& Tum Windows Defender . v Guest or public networks Connected

Firewall on or off
Networks in public places such as airports or coffee shops

Windows Defender Firewall state: On

Troubleshoot my network ) )
Incoming connections: Black all connections to apps that are not on the list

of allowed apps

Active public networks: Network

Naotification state: Do not notify me when Windows Defender Firewall
blacks a new app



e Inbound Rules = New Rule...

@ Windows Defender Firewall with Advanced Security - X
File Action View Help
| nmE B
haund Rules Actions
< ] Group - Profile -
B4 Connection Security Rules Allloyn Router (TCP-In) Allloyn Router @
. Monitaring Allloyn Router (UDP-In) Allloyn Router 7 Fiter by Profile »
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All No
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No W Filter by State 4
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All No < Filter by Group 4
Cast to Device functionality (qWave-TCP... Cast to Device functionality  Private.. Yes View »
i Cast to Device functionality (qWave-UDP... Cast to Device functionality Private.. Yes Refresh
Cast to Device S5DP Discovery (UDP-In)  Cast to Device functionality  Public  Ves G} Refres
Cast to Device streaming server (HTTP-5t... Castto Device functionality  Private  Ves = Export List..
Cast to Device streaming server (HTTP-5t... Cast to Device functionality ~ Domain Vs Help
i Cact to Nevice streaminn server (HTTP-SE.. Cacttn Nevice functionalite Public  Ves
u ”
e Under Step “Rule Type”,
0 Mew Inbound Rule Wizard
Rule Type
Select the type of firewall rule to create.
Steps:
@ Rule Type What type of rule would you like to create?
& Program
@ Protocol and Ports O Program
Rule that controls connections for a program.
& Scope
@ Action O Port
@ Profile Rule that controls connections for a TCP or UDP port.
@ MName ) Predefined:
AllJoyn Router
Rule that controls connections for a Windows experience.
Custom
ustom rule.
< Back Mext > Cancel



e Under Step “Program”,
In This program path, click Browse to choose the file path
C:\Program Files\SQL Anywhere 17\Bin64\dbsrv17.exe

@ New Inbound Rule Wizard x

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
s Fule Type Does this rule apply to all programs or a specific program?
» Program
@ Protocol and Ports (O All programs
@ Soope Rule applies to all con le properties.
@ Action

(® This program path-
@ Profile - - "

‘;,PrngramF\Ies YASQL Anywhere 174Bin64\dbsrv 17 exe || Browse: |

@ Name Example: c\path‘\program exe /

ram Files % \browser\browser exe

Services Customize...
Specify which services this rule applies to

< Back Next > Cancel

e Under Step “Protocol and Ports”,
Choose TCP, Specific Ports, input 3268.

0 MNew Inbound Rule Wizard
Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:
Fule Type

To which ports and protocols does this rule apply?

Program

Protocol and Ports Protocol type:

@ Scope Protocol number:
¢ Action

@ Profile Local port:

@ MName

Remote port: All Ports o

Example: 80, 443, 5000-5010

Intemet Cortrol Message Protocal
({ICMP) settings:

< Back Next = Cancel




Under Step “Scope”,
For remote IP, choose These IP addresses, click Add... , and input the IP address of

the Crystal Reports workstation PC, click OK, then Next.
WP New Inbound Rule Wizard >

‘Specify the local and remate P addresses to which this e applies.

Steps:
@ Rule Type
@ Program Which local IP addresses does this nule apply to?
@ Protocol and Ports @® Any IP address
@ Scope O These IP addresses:
@ Action
@ Profile
@ Name
Customize the interface types to which this nule applies: B IP Address *
Whi JP addresses does this rule apply to? Specily the |P addresses to match:
Any IP address
is IP address or subn
@ These IP addresses:
[1— J
[ ] Jes: 192168,
2
2002.503.1a31.4:208: 74 e 396043
2002:9d3b+1a314:208:744839:0/112
O This IP address range:
From:
<Back Next > Cancel 3
() Predefined set of computers:
tener Rep... Core Networking Al Yes e
scovery A.. Core Networking Al Yes v sulasEnar
>
—
e ——
ﬂ Mew Inbound Rule Wizard *
Scope
Specify the local and remote IP addresses to which this rule applies.
Steps:
@ FRule Type
@ FProgram Which local IP addresses does this rule apply to?
@ Protocol and Ports ® Any IP address
# Scope (O These IP addresses:
@ Action
@ Profile
@& Mame
Customize the interface types to which this rule applies: Customize. ..
Which remocte |IP addresses does this rule apply to?
O Any IP address
(O] sees
< I > [ Add. |
< Bacl 0 Cancel




e Under Step “Action”,
Keep this setting unchanged, go to Next.

ﬂ Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the condtions specified in the rule

Steps:
@ Rue Type ‘What action should be taken when a connection matches the specified conditions?
& Program
(@) Allow the connection
@ Frotocol and Ports " . -
This includes connections that are protected with IPsec as well as those are not.
@ Scope
- (O Allow the connection if it is secure
: on This includes only connections that have been authenticated by using IPeec. Connections
@ Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
@ Name

(_) Block the connection

< Back Nest == aNgel

e Under Step “Profile”,
Below options depend on your school network, where the Windows server is located

(on network level), and where your Crystal Reports workstation PC is located (on

network level). Please tick the box accordingly. Below screen cap is an example only.
X

ﬂ Mew Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this rule apply?

@ Program

@ Protocol and Ports Domain

@ Scope Applies when a computer is connected to its corporate domain.

@ Action Private

@ Profile Applies when & computer is connected to & private network location, such as a home
or work place.

@ Name Public

Applies when a computer is connected to a public network location.

< Bag Next = Cancel




e Under Step “Name”,
Specify any name for your own easy reference. Below screen cap is an example only.

Then click Finish.

ﬂ Mew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:
Rule Type
Program

Protocol and Ports
Name:

|Allow connection to 3268

Scope
Action
Profile Description {optional):

= & & & & & &

Name

< Back Cancel
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3. Operations of WebSAMS Database

3.1 Collect the cloud WebSAMS database backup files
e Pre-requisite:
e School has a WebSAMS account which has been assigned to the following user
groups: CS_ADMIN or CS_SUPP

C32_ADMIN EREEEES
(3 _SIFP EiRAREEE

e Connect the Windows server via VPN to the WebSAMS cloud platform.
e Login WebSAMS with the account mentioned above.

e Download the database backup files from the Cloud Service Management page in

WebSAMS. Security Module = Cloud Service Management - WebSAMS
Management - Download Database Backup

ecurity > Cloud Service Management > WebSAMS Management

Download database backup
Download database backup

Townload Download current database

v

Boss Debug Mode

JBoss Debug Mode

E Save

ebSAMS Log
Download WebSAMS Log O

Submit Web5AMS Log to Helpdesk Case Number:

Confirm

e Download to the following folder on the Windows Server. If the folder does not exist,
create it:

e C:\websams



e Extract the database backup files
e Double-click the 7z file, the 7-zip software should start up and display content of
the 7z file.
e |[f the displayed content only has 1 file named XXXXXXXX.tar, double-click the .tar
file as well.
e Find the database files in following Paths inside the 7z file ,

7z file name Path

dataX XXX XXXXXX. 72 Data\{SUID}\database\

dbonlyXXXXXXXXXXXXXXXX.7z N/A
You should see the database files
immediately in the 7z displayed content.

dataXXXXXXXXXXXXXXXXXX.tar.7z opt\sqglanywherel17\data\

dbonlyXXXXXXXXXXXXXXXX.tar.7z N/A
You should see the database files
immediately in the 7z displayed content.

e Select all the database files, drag-and-drop them by mouse to the folder
C:\websams .

T
Home Share View
« v > ThisPC » Local Disk (C:) > websams
N -~ Ci\websams'data20220625014945_8401_3.0.1.72\Data\ 8401\ database\
ame
# Quick access File Edit View Favorites Tools Help
data20220625014945_8401_3.0.1
W Dt A L
¥ Downloads Add Extract Test Copy Move Delete Info
[l Documents : ] | Ci\websams\data20220625014945_8401_3.0.1.72\Data\8401\ database\,
| Pictures MName Size Packed Size Modified
i Local Disk (C) £} websams_8401.db 24102912 2022-06-251
I This PC websams_8401.log 2048 2022-06-251
" websams_8401.mlg 2048 2022-06-251
M 3D Objects websams_db1.dbRR 54 345 728 2022-06-251
I Desktop websams_db2.dbRR 82 524 160 2022-06-251
g W] websams db3.dbRR 15423 488 2022-06-251
£ Documents
| vwebsams_dbd.dbRR 1116160 2022-06-22 1
& Downloads 8] websams_dbs.dbRR 24924415 2022-06-25 1
D Music | websams_dbé.dbRR 16713728 2022-06-251
= Pictures | websams_db7.dbRR 18038 784 2022-06-251
7 -06-,
B videos | websams_dba.dbRR 1574912 2022-06-251

‘i Local Disk (C:)

¥ Network

Where {SUID} is the 4-digit ID of your WebSAMS.

e Enter the cloud data decryption password when it prompts.
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3.2 Start WebSAMS database
e Open Windows Notepad, create a new file.
e Copy the following content to the new file:
e The following content are in 2 lines only.

set SQLLOCALE=Charset=UTF8;Language=ENGLISH;CollationLabel=UTF8

start C:\"Program Files"\"SQL Anywhere 17"\Bin64\dbsrv17.exe -gs -n
"websams_{SUID}" -ec SIMPLE -sf cmdshell -gb maximum -gss 32M -gna 1 -
gm 100 -gt 8 -gtc 8 -cl 20%% -c 30%% -x tcpip{PORT=3268}
C:\websams\websams_{SUID}.db -n websams -gk all -m

Replace {SUID} by the same 4-digit number.
e.g. if your {SUID} is 8401, then the content will look like:

set SQLLOCALE=Charset=UTF8;Language=ENGLISH;CollationLabel=UTF8

start C:\"Program Files"\"SQL Anywhere 17"\Bin64\dbsrv17.exe -gs -n
"websams_8401" -ec SIMPLE -sf cmdshell -gb maximum -gss 32M -gna 1 -
gm 100 -gt 8 -gtc 8 -cl 20%% -c 30%% -x tcpip{PORT=3268}
C:\websams\websams_8401.db -n websams -gk all -m




Save the file with name “startdb.bat” under C:\websams.
Make sure the file is saved as a .bat file, not .txt file.

) save As

« v 4 ‘ > ThisPC » Local Disk (C:) » websams ’

Organize »  New folder
& Downloads  # #
[ Documents #

&= Pictures

% Local Disk (C:)
[ This PC
8 3D Objects
1 Desktop
Documents
4 Downloads
B Music
=] Pictures

B videos

% Local Disk (C:)

Name

dota20220625014945_8401_3.0.1
websams_8401

=] websams 8401

[ websams_8401.mlg
[ websams_db1.dbRR
[ websams_db2.dbRR
[] websams_db3.dbRR
|| websams_db4.dbRR
[ websams_db5.dbRR
[ websams_db6.dbRR
[ websams_db7.dbRR
[ websams_dbg.dbRR

Date modified

Type

TZFile

Data Base File
Text Document
MLG File
DBRR File
DBRR File
DBRR File
DBRR File
DBRR File
DBRR File
DBRR File
DBRR File

Search websams

v o

Size

P . Encoding: | ANSI v Cancel
'™ | Manage websams — m]
Home Share View Application Tools
&« v » ThisPC » Local Disk (C:) » websams v & Search websams el
= Documents # *  Name - Date modified Type Size
£ Pictures 7 data20220625014845_8401_3.0.1
e Local Disk (C: 4 startdb

& This PC
) 3D Objects
[ Desktop
Documents
‘ Downloads
J) Music
&=/ Pictures

B videos

“im Local Disk ()

Q Network
v

13 items

D websams_8401

D websams_8401

D websams_8401.mlg
[} websams_db1,dbRR.
[} websams_db2.dbRR.
[} websams_db3.dbRR.
[} websams_dbd.dbRR.
| websams_dbS5.dbRR.
| websams_db6.dbRR.
[ websams_db7.dbRR.
[ websams_dbg.dbRR.

1item selected 310 bytes

Text Document 2KB
MLG File
DERR File
DERR File
DERR File
DERR File
DERR File
DERR File
DBRR File
DBRR File

14




Double click “startdb.bat” to start the database.

¥, SQL Anywhere — O >

Server built for X86_64 processor architecture
5082004K of memony used for caching
Minimum cache size: 3428964K, maximum cache size: 15054872K
|sing @ maximum page size of 2048 bytes
Multipragramming level: minimum:4, cument: 20, maximum:30
Automatic tuning of multiprogramming level is enabled
Mote: the page size of database "websams" is 2048 bytes, which iz deprecated. The
recommended minimum page size is 4096 bytes.
Starting database "websams" (C:\Data'\8401 database websams_8401.db) at Sat Jun 25
2022 15.28
Opening dbspace ‘DB1"in file ‘websams_db1.dbRR' for database ‘websams”
Opening dbspace ‘DBZ in file ‘websams_dbZ dbRR’ for database ‘websams®
Opening dbspace ‘DB in file ‘websams_db3 dbRR’ for database ‘websams®
Opening dbspace ‘DB4' in file ‘websams_db4.dbRR' for database ‘websams’
Opening dbspace ‘DBY in file ‘websams_db5 dbRR’ for database ‘websams®
Opening dbspace ‘DB& in file ‘websams_db6.dbRR' for database ‘websams”
Opening dbspace ‘DBY in file ‘websams_db7 dbRR’ for database ‘websams®
Opening dbspace ‘DB& in file ‘websams_db8.dbRR' for database ‘websams”
Transaction log: websams_8401 log
Transaction log mimor; websams_2401.mig
Starting checkpaoirt of "websams” (websams_8401.db) at Sat Jun 25 2022 15:28
Finished checkpoint of “websams" (websams_38401.db) at Sat Jun 25 2022 19:28
Database "websams" (websams_8401.db) statted at Sat Jun 25 2022 1528
Performance waming: Page size too small for database "websams”
Database server started at Sat Jun 25 2022 1528
Trying to start SharedMemony link; ...

SharedMemoary link started successfully
Trying to startt TCPIP link: ...
|Starting on port 3268

Developer Edition Shut down

When the database is completely loaded, the window will be automatically minimized
as an icon on the taskbar as follows:

~ 1 g ENG
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3.3

Configure ODBC in Crystal Reports Workstation

Login the Crystal Reports workstation (the workstation installed with SAP Crystal
Reports Designer 2020 software) by a Windows account with administrator rights.
Go to Windows Start menu and type odbc to search for ODBC Data Sources
Administrator (64-bit).

Under ODBC Data Sources Administrator (64-bit), click System DSN tab > click
websams of SQL Anywhere 17 > click configure.

Under Login tab in ODBC Configuration for SQL Anywhere, change the Host value to

the IP address of your Windows server. Keep other fields unchanged.
rODBCCanﬁgurationfmsm Anywhere 5 [ |

-ODEC, Login | Network | Advanced

Authentication | P - |
User ID: W
Password .

{ Encrypt password
Agtion [Connect to a running database on ancther computer -
Host: AN
Port 3268

Server name: wehsams, ”

Database name:  wabsams

0K | [ cancel | [ Hep

LCIick OK.

Under ODBC tab in ODBC Configuration, click the “Test Connection” Button. If the
message “Connection successful” is prompted, it means the connection is
successful. User can modify the Crystal Report Templates on this Crystal Report
workstation.

ODBC Login Network Advanced

Dt source nams: [cbacms ‘

Description: | ‘

lsolstion level:

[ Microsoft applications (Keys in SQLStatistics)
[ Delphi applications o Connection successful
[ Suppress fetch wamings

Mote X

] Prevent driver not capable emors

wE
[ Delay AutoCommit urtil statement close
Describe Cursor Behavior
O Never @) ff required O Always
oK | [ concel |[ hHep |
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3.4

Shutdown WebSAMS database after use
e On the Windows server running your WebSAMS databse, click SQL Anywhere icon =
Shut down “websams_{SUID}".

Restore
About SOL Anywhere...

Shut down "websams_8401" "
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